Kak 3awuTtnTh CBOM cbepexeHUsa B BUPTyaribHOM MUpe

Ha npoTskeHun Tekywero roga B Pecnybnuke benapycb BHOBb
HabnogaeTcs pocCT KonunyecTtsa NpecTynneHnin B cepe
NHOPMALUUOHHBIX TexHonorun. [logaBnsiowee 6OMbLWNHCTBO U3 HUX
COCTaBNSAT  XULEHUS  OEHeXHbIX CpeacTB nyTeM  3aBriageHus
pekBuaMTaMmm OaHKOBCKMX MfaTeXHblX KapT — CT. 212 (XuweHue
nMyuwiectesa nytem  MogudumkaumMm - KOMMNbKOTEPHOM  MHOpMaLmn)
YronoBHoro kogekca Pecnybnuku benapyces.

[MOHMMaHMe TOro, 4YTO Takoe KubepnpecTyneHue, Kakme TuMbl
KnbepnpecTynneHnin CyLLECTBYIOT U Kak OT HUX 3alUTUTLCA, MOMOXET BaM
4YyBCTBOBATb Ce0A yBEpPEHHEE.

B atom cTtatbe noapobHO pacckaxem O TOM, 4YTO Takoe
KNbepnpecTyrnHOCTb, OT KakKMX Yrpo3 M KakK HY)KHO 3awumliaTbCs, YTOObI
obecneynTb cBOKO BE30MNAaCHOCTU B CETU UHTEPHET.




YTo Takoe KnbepnpecrtynreHuve

KubepnpectynneHne - 3TO MpecTynHas OeATenbHOCTb, Leblo
KOTOPOMU SABNAETCA  HernpaBOMEPHOE WUCMNONbL3OBaHME  KOMMbIOTEPA,
KOMMNbIOTEPHOW CETU UMM CETEBOrO YCTPOUCTBA.

bBonbLnHCTBO KnbepnpecTynneHnn coBepLuarTcs
KnbepnpecTtynHmkaMmmn unmn xakepamu, KoTopble 3apabaTbiBaloT Ha 3TOM
neHbrn. KnbepnpectynHaa OesaTenbHOCTb OCYLLECTBSAETCA OTAeSIbHbIMU
nuuamMm Unmn opraHn3aunsamu.

HekoTopble knbepnpecTynHUKM OObeaUHSITCA B OpraHM30BaHHbIE
rpynnbl, WCNOMb3YKT nepefosble MeTodbl W 06nagalT  BbICOKOM
TexHn4eckon keanndgukaumen. [lpyrne — HadnmHaroLme xakepsbl.

KnbepnpecTynHukn peako B3rambiBatOT KOMMbOTEPLI NO NPUYMHaM,
HEe WMEKWMM OTHOWEHNA K MOSfydeHno npubbinu, Hanpumep, o
NOSINTUYECKNUM UITN JSTIUYHBIM.

Tunbl KNGepnpecTynrneHUn
BOT HecKosibko NpUMepoB pasfnuyHbIX TUMOB KNbepnpecTynneHun:
« MoWeHHNYeCTBO C  ONEKTPOHHOM  MOYTOM WU UHTEpPHEeT-

MOLLEHHMNYECTBO;

« MoLIEHHNYECTBO C MCMONbL30BAHMEM
NNYHBIX OaHHbIX (kpaxka "
3rI0HaMepeHHoe NCNONb30BaHNe

NNYHOM MHdOpMaUUN);

. Kpaxa uHaAHCOBbIX [OaHHbIX  Unn
OaHHbIX 6aHKOBCKMX KapT;

. Kpaxxa wun npogaxa KoprnopaTUBHbIX
OaHHbIX;

« KubepwaHTtax (TpeboBaHue geHer ong
npegoTBpaLleHnst knbepartaku);

. ATakum nporpamMmm-BbiMoratenen (Tumn
knbepLiaHTaxa);

« KpuntomopxekuHr (ManHWUHT
KpUNTOBanioTbl C  UCMNOSIb30BaHMEM
YyXXMX pecypcoB 6e3 Begoma MX BnagesbLues);

« KnbepwnuoHax (HecaHKUMOHMPOBAHHOE MosfydYyeHMe [JocTtyna K
OAHHBLIM FOCY4apCTBEHHbIX UM KOMMEPYECKMX OpraHmM3auunn).

BONMbWWHCTBO  KMOEpnpecTynsieHNn OTHOCUTCA K OOHOWM U3 OBYX
KaTeropumn:
« KpumuHanbHasg [OedaTenbHOCTb, LUenbi KOTOPOW SABMSAKTCA Camu
KOMMbIOTEPHbI;



« KpuMmuHanbHast  [esaTenbHOCTb, B KOTOPOM KOMMbIOTEPbI

MCNONb3YOTCA ANs1 COBEPLUEHNSA OPYIrMX NPECTYNNEHUN.

B nepsom cnyyae NpecTynHUKMU UCNOMb3YOT BUPYChl U Apyriue Tunbl
BPE€AOHOCHbIX NporpaMmm, 4Tobbl 3apasnTb KOMNbIOTEPLI U TaknM obpasom
NOBpPeAnTb MUX UK OCTaHOBUTb MX paboTy. Takke ¢ NOMOLLbIO 3110BpeaoB
MOXHO yaansiTb UK NOXuMLWaTb OaHHbIE.

KubepnpectynneHus, B pesynbTaTe KOTOPbIX BnagenbLlbl YCTPOUCTB
He MOryT Mosfb30BaTbCs CBOMMU KOMMbIOTEPAMW UMW CETbIO, @ KOMMAHUN -
NpefoCTaBnsATb UHTEPHET-YCNYrn CBOMM KNWEHTaM, Ha3blBaeTCA aTakon
oTkasa B obcnyxunsaHum (DoS).

KnubepnpectynneHuss BTOpPOM KaTeropum WUCMONb3ylT KOMMNbIOTEPDI
N ceTn Ans pacnpocTpaHeHUa BPEeOOHOCHLIX MporpamMm, HeneranbHOW
NHOpMaLIMN NNN HepaspeLLEHHbIX N306paXKeHUN.

MHoraa 3noyMbllUfIEHHWKM  MOrFyT coBMelwlatb obe kateropumu
knbepnpectynneHnn. CHayana oHM 3apaxkaloT KOMMbKOTEPLI BUpycamu, a
3aTeM MCnonb3ylT MX ONA pacnpocTtpaHeHus BpefoHocHoro 1O Ha
Apyrue MaluvHbl Uin No BCen CeTMu.

KnbepnpecTynHuKM MOryT Takke BbINOSHATb TaK HasblBaeMyto aTaky
C pacnpefeneHHbIM oTka3om B obcnyxusaHum (DDos). OHa noxoxa Ha
DoS-aTaky, HO Anda ee npoBeAeHNss NPECTYNHUKN NUCNOSb3YOT MHOXECTBO
CKOMMNPOMETUPOBAHHbIX KOMMbIOTEPOB.

NMpumepbl KNGepnpecTynneHnn
PaccmMoTpuM pe3oHaHCHbIE NPUMEPLI Pa3fNYHbIX TUMNOB KubepaTak:
1. ATaku c ucnonb3soBaHuem BpegoHocHoro O

Ataka c wucnosibdoBaHMem BpedoHocHoro MO — 3To 3apaxeHue
KOMMNbIOTEPHON CUCTEMBbI MU CETU KOMMbLIOTEPHBIM BMPYCOM UNU OPYrum
TMNom BpegoHocHoro [MO.

KomnboTep, 3apa)eHHbIh BPELOHOCHOW MporpaMmmMon, MOXeT
MCNOMb30BaTbCA 3I0YMbILLNEHHUKAMWN ONs1 OOCTMKEHUST pasHbiX uenen.K
HUM OTHOCATCA Kpaxa KoH(uAeHUuarnbHbIX [OaHHbIX, WCMOJSib30BaHMe
KOMMNblOTEpa [N COBepLleHUs ApYrMxX MpPecTynHbIX OeWCTBUA  unu
HaHeceHue yuiepba OaHHbIM.

3BeCTHbIM MWPOBBLIM  MPUMEPOM aTakM C  UCMNOSb30BaHUEM
BpeaoHocHoro N0 aensieTca ataka BbiMoratens WannaCry, cnyymsLuasacs
B mae 2017 roga.Ransomware— ato Ttun BpepoHocHoro 10, KoTopbin
ncnonb3yeTca Ansa nonyyvyeHns peHer B obMeH Ha pasbnokupoBaHue
yctponctea/damnos xkeptBbl. WannaCry - 9TO0 Tun  nporpamm-
BblMOraTernien, KOTOpble  UCMOMb3YyT  YA3BUMOCTb  KOMMbHOTEPOB
Windows. ) Kepteamn WannaCry ctanu 230 000 komnbtoTepoB B 150
cTpaHax wMupa. Bnagenbubl 3abnokMpoBaHHbIX danfioB OTAPaBUN
cooOLLeHre c cornacveM 3annaTtuTb BblKyn B KpuntoBantoTe BitCoin 3a



BOCCT@HOBSfIEHWE [OCTyna K CBOMM [JaHHbIM.PMHAHCOBbLIE MNOTEPU B
pesynbtate peatenbHoct WannaCry oueHmBaioTca B 4 mMunnuapga
O0nnapos.

2. DNWKHr

duwmnHroBada kamnaHma — 9T0 MaccoBas pacchlfika cnam-coobLeHnin
nnn  gpyrux ¢OopM KOMMYHUKaUUM C Lenbi 3acTaBuUTb MosiydaTeneu
BbIMOSTHUTb OENCTBUS, KOTOPblE CTaBAT MNOA4 Yrpo3y WX JINYHYLO
Oes3onacHoCcTb UM 6e3onacHOCTb OpraHM3auuu, B KOTOPOWM  OHMU
paboTtaT.CoolLieHna B (PUIIMHIOBOW paccblfike MOryT cogepxaTb
3apaXXeHHbIE BIOXEHUSI UIN CCbISTIKN Ha BPedoOHOCHble canTbl. OHKU Takke
MOFyT TMpPOCUTb NofiydaTenss B OTBETHOM MUCbME MpPeaoCTaBUTb
KOHMAeHUnanbHy MHGpopMaLmio.

N3BeCcTHbIN npumMep  PULLINHI-MOLLUEHHMYECTBA MNpoOM3OLIEeNsT Ha
Uemnunonate mupa no dytbony B 2018roagy. [No wuHdopmaumm Inc,
PULIMHIOBbIE  3NEKTPOHHbIE  MUCbMa  paccbinanucb  PyTOONbHBLIM
doaHaTam.

B 9Tux nmcbmax 3M0OyMbIWSIEHHUKM MpuBriekany 60nenbLmKoB
danbwmebiMn becnnaTtHbiIMK noe3gkamun B MockBy Ha YemnnoHat mupa.y
nogen, KotTopble NPOXoaunu No CCbifike B COOBLLEHUSAX, Bblnn yKpadeHbl
NNYHbIE AaHHbIE.

Odpyron Tun ULLINHIOBOM KaMMnaHUN N3BECTEH Kak LeneBon OULLINHT.
MoLEHHNKN NbiTaloTca 06MaHyTb KOHKPETHbIX MoAeN, cTaBs nofd yrposy
©e3onacHOCTb OpraHusauum, B KOTOpPOW OHW paboTtatT.B oTtnunume ot
MaCCOBbIX HENEPCOHNPULIMPOBAHHbLIX (PULLNHIOBLIX PACCHINTOK COOBLLEHUS
ONa  ueneBoro uMHra co3farTcs Tak, 4YToObl y nonyvatenss He
BO3HUKINO COMHEHUN, YTO OHW OTMpaBfieHbl U3 HaOEeXHOro WUCTOYHUKA,
Hanpumep, OT reHepanbHOro gMpekTopa unu IT-meHempxepa.

3. PacnpepenéHHble aTaku TMna «0TKa3 B 06CnyXmBaHnm»

PacnpeneneHHble atakM Tuna «oTkas B obcnyxusaHumy (DDoS) -
9TO TUN KMbepaTakun, KOTOPYH 3rI0YMbILLSIEHHUKM UCMONb3YHOT AN B3floMa
cuctembl unn cetn. UHorga pns 3anycka DDoS-atak umcnonesytoTcd
nogknoveHHble yctponcTsa loT (InternetofThings — VIHTepHeT BeLuen).

DDoS-ataka neperpyxaetr cuctemy 60onblIMM  KONNMYECTBOM
3anpocoB Ha MOAKMOYEHMe, KOTopble OHa pacchbiiaeT depe3 OOMH U3
CTaHOapTHbIX NPOTOKOSIOB CBA3N.

KubeplwaHTtaxucTtsl MoOryT mucrnons3osaTb yrpo3dy DDoS-ataku gngd
nonydyeHns pgeHer. Kpome Toro, DDoS 3anyckaloT B Ka4yecTse
OTBrfeKarwLlero MaHeBpa B MOMEHT COBeplleHuMs Jpyroro Tuna
KnbepnpecTynneHus.

N3BecTHbIM npumepom DDoS-atakm gaBnsieTcd ataka Ha Beb-canT
HaunoHanbHon notepen Benukobputanum B 2017 roay. PesynbTaTtom


https://www.inc.com/will-yakowicz/biggest-email-phishing-scams-2018.html
https://www.welivesecurity.com/2017/10/02/uk-national-lottery-ddos-attack/
https://www.welivesecurity.com/2017/10/02/uk-national-lottery-ddos-attack/

cTano oTkMo4YeHne Beb-canTa U MOOUNBHOIO NMPUNOXEHUS NOTEPEU, YTO
He No3BONMMO rpaxaaHam BenukobpuTtaHum urpaTb.

Kak He cTaTb XXepTBOM KubepnpecTynneHus
Tenepb, NOHMMas, Kakyto yrpody npeactaBnseT kKnbepnpecTynHoCTb,
BCTaeT BOMPOC O TOM, KaK Haunydwum obpasom 3awmTuTb Ball
KOMMbOTEP U NINYHbIE JaHHbIE?
Cniegyowme coBeTbl NOMoryT obesonacutb cebs n coxpaHnTts Bawm
OEHbIU:
1. PerynapHo ob6HoBnsinte NO 1 onepaunoHHYO CUCTEMY
MocTosiHHOE  OOHOBMEHME  MNporpaMMHOro  obecnedyeHns W
OnepauMoHHON CUCTEMbl rapaHTMpyeT, 4TO Ans  3aluTbl  BaLIEero
KOMMbOTEPA NCMNOSb3YIOTCA HOBENLLNE NCTPpaBieHNs1 6e30MacHOCTM.
2. YctaHoBuTe aHTUBMpYcHoe MO n perynsapHo ero ooHoBnsAnUTe
Mcnonb3oBaHne aHTUBMpPYCaA WM  KOMMSEKCHOrO peLlleHns ans
obecneyeHnss UMHTepHeT-6e30MacHOCTU,— 3TO MpaBuUSlbHbIN  Crnocob
3aWmMTUTb Bawy cuctemy oT aTak.AHTuBMpycHoe [10 nosBonder
NpoBepsATb, OOHapyXmMBaTb U yoandaTb Yyrpo3bl 4O TOro, Kak OHW co3gaayT
npobnemy. OHO nomoraeT 3alnTUTb Ball KOMMbOTEP N BallXM AaHHblE OT
KnbepnpecTynHnKoB.Ecnn Bbl UCMONb3yeTe aHTUBUPYCHOE MNpOorpamMmmHoe



obecneyeHne, perynspHo o6HoBNAWTE ero, 4Ttobbl obecnevnTb
HaUNy4yLWnin YPOBEHDb 3aLLUThI.

3. Ucnonb3ynTe CNOXHble Naponu
Mcnonbaynte cnoXxHole naposiv, Kotopble TpyaHo nogobpatb, U, No
BO3MOXHOCTU, HUrAe UX He 3anucbiBanTe, 0COBGEHHO B LUMGPOBOM BUAE.
MoXXHO BOCMOSIb30BATLCA YCIYron HaLEXHOro MeHemkepa naposien,
KOTOpbIn 0bnerynt Bam 3agady, nNpeasiokMB CreHepupOBaHHLIA UM
CNOXHbIW Naporsib.
4. He oTKpbiBanTe BNOXEHUA B 3NIEKTPOHHbLIX CMaM-CoOOLWeHUax
Knaccuyeckuin cnocod® 3apakeHusi KOMMNbITEPOB C  MOMOLLBIO
BPEOOHOCHbIX aTak U ApYrMx TUNOB KMOepnpecTynfieHn - 3TO BNOXEHUS B
9MIEKTPOHHBIX cnamM-coobuleHnax. Hukorga He OTKpbiBaMTE BROXEHME OT
HEen3BeCTHOro Bam oTrnpaBuTens.
5. He HaXXumanTe Ha CCbIIKU B 3NIEKTPOHHbIX CNaM-COOOLEeHUAX U
Ha canTax, KoTopble Bam He 3HaKOMbI
Ewe oguH cnocob, wucnonb3yembin KubeprnpecTynHukamm Ongd
3apaxkeHns1 KOMMNbTEPOB MOSfIb30BaTENEN, — 3TO BPEAOHOCHbIE CCbhISIKM B
CMNaMOBbIX 3MEKTPOHHbIX MUCbMax UK APYrnx COOBLLEHUSAX, a TaKKe Ha
He3HakoMbIX Beb-camTax. He npoxoauTe no 3TUM CCbifikamM, 4YTOObl He
cTaTb XXEePTBOMN NUHTEPHET-MOLUEHHUKOB.
6. He npegocraBnanTe NUYHy0 MHpopmauyuo, He ydoeanBLWUCHL B
6e3onacHOCTM KaHana nepegayu
Hukorga He nepepaBavTe NUYHbIE AaHHble MO TenegoHy mnm no
91IEKTPOHHON NOYTE, eCrfn Bbl HE YBEPEHDI, YTO TenedOHHOEe coeANHEHNE
NN ANEKTPOHHAsA NoyTa 3almileHbl. Yb6eauTech, YTO Bbl AEUCTBUTENBHO
rOBOPUTE UMEHHO C TEM YESTOBEKOM, KOTOPbIN BaM HYXXEH.
7. CBSXXUTECb HanpsMyl0 C KOMMaHuWeW, ecnu Bbl MONYy4YUnun
noao3puTenbHbIN 3anpoc
Ecnu 3BOHAWMM NpoCUT Bac NpeaocTaBUTb Kakue-nmbo AaHHbIe,
nonoxute Tpyobky. [Nepe3BOHUTE B KOMMAHUK HaNpsiMyrd Mo HOMepy
TenedoHa Ha ee ohuumansHOM cante, n ybegutecb, YTO BaM 3BOHUIMN He
MOLUEHHUKK.2KenaTenbHO MosSib30BaTbCH, MPU 3TOM, APYruM TenedoHOoM,
NOTOMY YTO 3SIOYMBbILISIEHHUKM MOTYT OCTaBaTbCsA Ha NMHUW. Bbl Byaete
aymaTb, UTO Habpann HOMep 3aHOBO, a OHM OyayT oTBevaTb AKOOblI OT
MMeHN BGaHKa Unu gpyrom opraHu3auuu, ¢ KOTOPOW, NO BalleEMY MHEHWUIO,
Bbl pa3roBapuBaeTe.
8. BHuMMaTensHO npoBepsnTe agpeca BebO-CauToB, KOTOpble Bbl
nocewjaeTte
Ob6pawante BHUMaHuMe Ha URL-agpeca cantoB, Ha KOTOpble Bbl
XOTUTE 3anTn. YbeamnTechb, YTO OHU BbIrMAAAT nermtTumHo. He nepexoante
No CCblflIKaM, coAdep)Xawmm He3HakoMble unn Ha Bug crnamoBble URL-



agpeca.Ecnn Baw npoaykt Ans obecneyvyeHns ©e3onacHOCTM B CeETU
MHTEPHET BKIOYAET (PYHKUMIO 3alUMTbl OHMaWH-TpaH3akumn, ydeauTtecs,
4YTO OHa aKTMBMPOBaHA.
9. BHuUMaTenbHO npocmMmaTpuBanTe CBOU 6AHKOBCKNE BbINMUCKU
Hawwn coBeTbl [OO/MKHbI MNOMOYb BaM He CTaTb XepTBow
KnbepnpectynHukos. Ho ecnu Bce Xe 3TO CRyYUrocb, BaXHO MOHATb,
Korga W Kak 3To npousowno.llpocmatpmBanTe BHUMATENbHO CBOU
DaHKoOBCKME BbLIMUCKN M 3anpalumBanTe B BaHke MHOpMaLUO Nno fodbiM
HEe3HaKOMbIM TpaH3akumam. baHk MOXeT npoBepuUTb, SABMSAKTCA NN OHU
MOLLEHHUYECKNMMW.
Tenepb Bbl NnoHMMaeTe, KaKyto yrposy npeacTaBnsaoT
KN6epnpecTynHMKKN, 1 3HaAeTe, Kak OT Hee 3alLUUTUTLCS.
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